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Overview  

1. what is at stake?  

2. clarify key concepts 

3. facebook case – discuss in groups 

4. legal and ethics overview 

5. current practices that protect privacy 

6. BD challenges to current practices 

7. emergent practices – good enough?  Too soon 

to tell… 

 

 



“When lost, public trust cannot be easily regained.”

1. What is at stake?



“Our findings indicate there is a ‘data trust deficit’ whereby 
trust in institutions to use data appropriately is lower than 
trust in them in general.”   Royal Statistical Society 2014 Trust in Data  



…how do we design systems that make 
use of our data collectively to benefit 
society as a whole, while at the same time 
protecting people individually?…This is 
it: this is the fundamental issue of the 
information age.” 

Bruce Schneier 2015 Data and Goliath 



2. Clarify concepts: 

New and novel data (“Big Data”) 

A: Transactions of government, e.g., 

tax data 

B: Official registrations or licensing 

requirements. 

C: Commercial transactions made by 

individuals and organisations 

D: Internet data from search and social 

networking activities 

E: Tracking data, monitoring 

movement of individuals or objects 

F: Image data, particularly aerial and 

satellite images 



 





Clarify concepts: 

What are ethics? 

• …standards of right and wrong that prescribe what 

humans ought to do, usually in terms of rights, 

obligations, benefits to society, fairness, or specific 

virtues. …Such standards are adequate standards of 

ethics because they are supported by consistent and 

well-founded reasons.  

• Ethics also means the continuous effort of studying our 

own moral beliefs and moral conduct, and striving to 

ensure that we, and the institutions we help to shape, 

live up to standards that are reasonable and solidly-

based.  
• http://www.scu.edu/ethics/practicing/decision/whatisethics.html 

 



Clarify concepts: 

What are research ethics? 
• Research should be done with integrity, quality and 

transparency 

• Research participants must normally be informed fully 

about the purpose, methods and intended possible uses  

• The confidentiality of participants’ information must be 

respected 

• Research participants must take part voluntarily 

• Harm to research participants must be avoided in all [?] 

instances 

• The independence of research must be clear, and any 

conflicts of interest or partiality must be explicit 

 

• e.g. ESRC Framework for Research Ethics, 2010 

 



Ethics-what we ought to do 
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3. Facebook – discuss case in groups 

• Undergraduate student data 

 
Michael Zimmer 

‘‘But the data is already public’’: on the ethics of research in Facebook, Ethics 

and Information  Technology (2010) 12:313–325  

DOI 10.1007/s10676-010-9227-5 

Published online: 4 June 2010 

 

 

 

 



4. Relevant UK legislation – privacy focus 

 

 

 

 

 

 



Data Protection Act, 1998 

• Personal data: 

• relate to a living individual 

• individual can be identified from 
those data or from those data 
and other information 

• include any expression of 
opinion about the individual 

 

• Only disclose personal data if 
consent given to do so (and if 
legally required to do do) 

 

• DPA does not apply to 
anonymised data 

• processed fairly and   

lawfully  

• obtained and processed for 

specified purpose  

• adequate, relevant and not 

excessive for purpose  

• accurate  

• not kept longer than 

necessary  

• processed in accordance 

with the rights of data 

subjects, e.g. right to be 

informed about how data will 

be used, stored, processed, 

transferred, destroyed; right 

to access info and data held  

• kept secure  

• not transferred abroad 

without adequate protection  



Data Protection Act and research 

• Exceptions for personal data collected as part of 
research:  

 

• can be retained indefinitely (if needed) 

 

• can be used for other purposes in some 
circumstances 
 

• people should still be informed 

 

 

 The Data Protection Act is not intended to, and does 
not, inhibit ethical research 



Best practice for legal compliance  

 

The public benefit of data access should be greater than the 

harm or distress caused by disclosure 
 
 Investigate early which laws apply to data 

 

 Researchers not collect/store personal or sensitive data if 

not essential to your research 

 
 Seek advice from local research office experts 

 
 Plan early in research 

 
 If need to deal with personal or sensitive data: 

 
 inform participants about how their data will be used 

 

 Not all research data are personal (e.g. anonymised) 
 
 
 
 

 
 



5. Current practices to privacy  

throughout the data lifecycle 

Consent Anonymise/ 

de-identify 

Control access 



In practice: wording in consent form / 

information sheet 



Informed consent – information sheets and 

forms 

• Meet requirements of Data Protection laws: 

– purpose of the research  

– what is involved in participation  

– benefits and risks  

– mechanism of withdrawal 

– usage of data – for primary research and sharing 

– strategies to ensure confidentiality of data, where 

relevant 

• Complete for all purposes: use, publishing, sharing 

• Simple and avoiding excessive warnings 



Anonymising data 

• Plan or apply editing at time of transcription except:  

longitudinal studies - (linkages) 

 

• Consistency within research team and throughout project  

 

• Avoid over-anonymising - removing/aggregating 

information  distort data, make them unusable, unreliable or 

misleading  

• ex. image data 

 

Controlling access a better option than over-anonymising 



In practice: example anonymisation 



Managing access to data at UKDS 



In practice: access conditions ReShare 



6. Big data – challenges for consent, de-identification, 

and access controls 



Consent – big data challenges 

• indeterminate – unknowable future uses that might prove 
valuable 

• unending – no time limits 

• unpredictable – where data will go, who can access, how 
used 
 

…how does the data controller explain that it is impossible to 
know in advance what further information might be 
discoverable? These factors diminish the value of informed 
consent because they seem to require notice that does not 
delimit future uses of data and the possible consequences of 
such uses. As many have now argued, consent under those 
conditions is not meaningful. 

 
Barocas,  S. and Nissenbaum, H. (2014) Big Data’s  

End Run around Anonymity and Consent 

 



Debate  - effectiveness of anonymisation 

 

 



Access summary for UKDS 

• Higher education/further education 

• non HE/FE 

• UK 

• non UK 

User type and 
location 

• End User Agreement 

• Special Conditions 

• Special Licence (incl. Approved Researcher)  

• Secure Lab access only 

Data access 
conditions 

• Commercial  

• non-Commercial 

Usage/project 
characteristics  

Access depends on being able to classify: 



7. Current good practices – no one solution 



Good practice: ICO, Big Data, and DP 

• ICO advice suggests 

thinking carefully about 

core principles of DP 

• Especially when dealing 

with new forms, not 

explicitly covered.  

• Fairness, no harm to data 

provider,  

 

• Recent ICO report: Big 

data and data protection 

 

 



Emerging models - consent 
 

• If strictly interpreted, then may require explicit, specific 
consent; written – exemptions? 
 

• Broad consent – Genome Project, biobanks.  Accepted in UK, 
but not across Europe (e.g., Germany) 
 

• Dynamic consent – maintain contact, seek content for any 
new use “substantially” different from original 
 

• Alternative legitimate basis (in data protection laws) 
• Administrative Data Research Network 

• Access review committees – medical, Understanding Society 

• Citizen panels 

• Proposed EU General Data Protection Regulation 
 



Proliferating guides – making choices 

• There IS an app for that… 
http://www.scu.edu/ethics/practicing/decision/ 

 

• IBM – Ethics for BD and analytics 
 

• Privacy Impact Assessment (ICO recommends) 

 

 

• ICO’s Data sharing code of practice 

• UK Anonymisation Network (UKAN) 

• Best practice on survey data from ONS 
 

 

 
 

http://www.scu.edu/ethics/practicing/decision/
http://www.scu.edu/ethics/practicing/decision/
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